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ProtoCrawler™ from CyTAL is a fuzz testing solution for discovering previously unknown security 
vulnerabilities in OT and IT systems and hardware.  It provides businesses with confidence that their products 
are resilient and robust against cyber attacks aimed at exploiting design weaknesses and flaws. 

Fuzzing is a software-based technique used to discover unpredictable or incorrect behaviour in devices or 
software when sent unexpected data.  When used to attack IT or OT devices and systems, the unexpected 
data is typically intended to cause failures that can then be exploited, perhaps in combination with other known 
vulnerabilities, to break into the system.  ProtoCrawler helps generate assurance in the robustness of products 
and systems by communications interface fuzzing. 

 

Fuzzing overview 
Fuzz testing can be applied to any hardware or software system 
with one or more communication interfaces.  These interfaces 
may be external interfaces that expose system functionality to 
users, or internal interfaces between components of the system 
architecture.  For example, interfaces may be connections to the 
internet, messaging channels between devices on an industrial 
network, or file-based in nature. In reality, any interface can be 
modelled and fuzzed.   

Random, malformed or invalid data is sent to the device or 
system’s communications interfaces.  The data is injected in an 
attempt to cause faults and system crashes, or to force the 
device or system into an unexpected, unstable state.  This 
behaviour presents an opportunity for potential attackers to 
control parts of the system, or simply to extract data from it.  

Fuzzing requires the systematic generation of large numbers of 
test cases and analysis of their outcomes which would be 
impossibly complex and prohibitively costly to execute manually.  
Fuzz testing can discover device and system defects which 
would not have been exposed using traditional testing, and help 

developers eradicate general firmware and software stability 
issues. 

Fuzzing is an inherently complex and computationally intensive 
process. CyTAL has designed ProtoCrawler to simplify the 
testing workflow. ProtoCrawler supports different workflows that 
may be customised to a developer’s particular needs and level 
of security expertise. For larger, more complex testing projects, 
CyTAL offers consultancy services to deliver fuzz testing for 
developers.  As fuzz testing can be applied at any stage of 
implementation irrespective of the developer’s adopted software 
development methodology, ProtoCrawler can be included into a 
developer’s workflow without impacting their system architecture 
or testing approach. 

The challenge ProtoCrawler confronts is how to build anticipation 
of attacks into development and deployment lifecycles. Fuzzing 
is a powerful automated testing method that mirrors techniques 
that attackers use to compromise systems. As a result of fuzz 
testing, developers can expect to improve the robustness of a 
product against a systematic generation of the more difficult 
inputs its operating environment might throw at it. This has been 
proven to help minimise downtime events such as system 
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crashes. In environments where business continuity is critical, 
that might be even more important than closing security holes. 

Fuzzing is naturally complimentary to using vulnerability 
scanning tools that concentrate on searching for known issues. 
Fuzzing is mainly concerned with the discovery of previously 
unidentified vulnerabilities that could lead to zero-day attacks.  
ProtoCrawler can be used alongside conventional vulnerability 
scanners or can be used to test particularly important 
vulnerabilities in more detail and to include results logs alongside 
other test evidence.  

The ProtoCrawler™ platform 
In simple terms, ProtoCrawler takes a definition of a target 
interface, automatically generates test data and sends it to that 
interface. The target system outputs are monitored and analysed 
to determine how it reacts to that test data. ProtoCrawler’s 
analysis is guided by a set of indicators of interest which enable 
the tool to generate a report for further study by the developer or 
integrator to fix problems.  

ProtoCrawler’s behaviour is managed by user scripts to 
automate testing.  Using scripted behaviours ensures testing 
cycles are repeatable, consistent and efficient.  The ability to 
repeat previous test sets on new targets simplifies the application 
of regression testing to continuous integration and delivery 
software development environments. ProtoCrawler provides 
precise control of testing by allowing automatically generated 
test scripts to be manually edited or augmented by the test 
engineer. 

Building a protocol model 
The ProtoCrawler workflow starts with definition of a 
communication protocol model for each interface to be fuzzed. 
ProtoCrawler contains a library of predefined communication 
protocol models, but new models can also be built for new or 
bespoke protocols. Since any ProtoCrawler user can create 
these models, it is particularly suitable for protocols that are not 
supported or well served by other commercial test tools.  

A protocol model consists of three layers. The structure and 
content of each layer can be adapted according to the type and 
level of testing required. By increasing model detail, the test 
designer can specify more subtle and sophisticated tests and 
analyses. Models with less detail may be used where developers 
need to get started testing quickly, or if you wish to perform 
exploratory testing before deciding what parts of the system (or 
which interface) warrant subsequent detailed testing. 

 

The Data Model defines data formats, data types and 
dependencies for information exchanged over the 
communications interface. The Data Model tells ProtoCrawler 
everything it needs to understand the content and format of 
messaging between the communications interface and other 
external systems and devices, or other internal components of 
the system architecture. An example of an internal interface 
would be messaging between the target and another 

microprocessor in an embedded system, or another software 
module in a software system.   

The State Model captures information about how the target 
interface moves between different states based on the 
messages that are received. Some protocols are stateless, and 
even if they are not, definition of a State Model is not a 
prerequisite to get started with fuzzing. There are few restrictions 
applied to the definition of state machines, so complex logic can 
be created.  This is also where specific testing needs can be 
defined such as prioritisation of messages that are processed 
before the sender has been authenticated.  

The final part of the protocol model is the Application Model 
which captures contextual data used in executing a protocol, e.g. 
identifiers and keys required for the remote party to complete a 
cryptographic handshake. When defining tests using the 
application context, it is frequently useful to define abstract goals 
for protocol testing.  For example, a generic test goal could be to 
carry out all steps needed to get to the server-authenticated 
state. Using goals in the Application Model can significantly 
simplify the specification of some types of test and allows the 
developer to focus limited test resources on the interface 
features that are of strongest interest in your system 
environment.   

Testing frameworks 
The core activity of ProtoCrawler is the automatic generation and 
execution of test cases.  ProtoCrawler uses the information in the 
protocol model to systematically crawl over the different parts of 
each data message that can be sent to an interface.  Rules for 
creating test data inputs for specific types of data are called 
generators.   

 

Applying generators results in a set of test cases being created 
for the relevant protocol model according to the developer’s 
defined scope of testing and testing parameters. The result is a 
set of reusable test cases with their own modifiable parameters 
that can be applied to different targets. This saves having to 
regenerate the test data each time, and also means the 
developer can rerun test cases to check whether test results can 
be reproduced on a range of different equipment instances, 
device models, software versions and/or system configurations. 

Since the Data Model gives ProtoCrawler detailed knowledge of 
the protocol, it can analyse simple things like the data type of a 
message field, or more sophisticated elements such as 
dependencies between different parts of a message, or the 
validity of different messages in different system states. 
ProtoCrawler can systematically adjust the malformation of test 
data to probe deeper device logic for wider code coverage.  For 
example, the test engineer may wish to pass a malformed data 
payload into the system which looks superficially valid and is 
accepted for further processing by a deeper sub-system. 
ProtoCrawler includes a library of common predefined test data 
generators, but the developer can also create their own for 
particular test needs or system environments. 

One of ProtoCrawler’s key design principles is to support 
performance of well-documented, consistent, repeatable testing. 
Test cases and results are easy for a human to navigate and 
understand.   
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Execution of robustness testing 
At its simplest, testing may send randomly malformed data to the 
interface.  ProtoCrawler™ takes a more useful approach by being 
structured and systematic with the data that is sent, which allows 
prioritisation of the tests to apply. For example, the developer 
can better judge the scope of testing required for some desired 
level of code coverage by matching knowledge of code structure 
to the definition of test data generators. The large amount of test 
data needed to demonstrate robustness means that 
ProtoCrawler provides essential automation of the core tasks 
that would become infeasible to do manually at such large scale.  
ProtoCrawler’s generators typically produce a huge number of 
test data inputs.  As there is no intuitive reason to know which 
types of data inputs are more interesting than others, extremely 
high volumes of test cases will typically be generated.  Therefore, 
ProtoCrawler allows automation of a number of aspects of 
testing including:  

 generation of test data 
 execution of tests 
 gathering and inspecting evidence 
 analysing results 

Execution of testing involves sending the generated test data to 
the target and collecting responses.  Using the associated 
protocol model ProtoCrawler can not only send individual 
messages, but can maintain state and application context 
between messages to simulate a real user of the interface. This 
allows sophisticated interactions between user and target to be 
modelled.  ProtoCrawler makes establishing complex 
handshaking sequences straightforward allowing the injection of 
malformed data inputs at any stage.   

Automation assists management of test runs which will normally 
consist of many thousands of messages being sent to the target.  
The developer can script the execution of testing to suit their 
specific needs.  For example, tests can be run accumulatively, 
where the system state is maintained between tests with earlier 
tests influencing later tests, or from a predefined known state 
each time. 

Gathering evidence 
ProtoCrawler monitor’s target system behaviour by gatherings 
evidence in response to the test data inputs.  Approaches to 
monitoring the effects of test data inputs will vary according to 
the type of hardware or software system under test, e.g. based 
on the specific interface, its accessibility, and the capability of 
your test harness.  

In a basic testing scenario, ProtoCrawler might simply collect 
responses from the target and compare these to an expected 
result. Indicators of interest in this case may be unexpected 
failure codes, incorrect acceptance of an invalid message, or a 
failure to respond to a subsequent message (which may suggest 
a system crash or hung component). More in-depth 
investigations require more sophisticated evidence gathering.  
ProtoCrawler might download and parse logs for specific events, 
send additional control and diagnostic messages to the target 
(e.g. ICMP ping), or monitor the state of certain processes on the 
target.  Gathering evidence from embedded systems may also 
read outputs from debug ports and other integrated circuits on 
the target PCB.  There are few limitations for gathering evidence; 
if an output can be generated, ProtoCrawler can be adapted to 
process it. 

Analysis of results 
The execution of testing and gathering of evidence typically 
generates a massive amount of result data which requires the 
definition of Indicators of interest to help process efficiently. 

ProtoCrawler automatically analyses gathered test evidence. 
New indicators of interest can be defined at any time and existing 
results can be re-analysed and re-inspected to search for them 
if, for example, a new fault is discovered in an existing product. 
Applying new analysis in this way avoids the expense of 
rerunning the tests, but of course ProtoCrawler also enables new 
regression testing to be carried out after the target has been 
modified to correct a bug. Lastly, customised definitions of 
indicators of interest can be employed to help developers tune 
analysis according to their security and robustness priorities. 

Reporting of results 
Following execution and analysis of testing, ProtoCrawler will 
present a statistical review of test results. ProtoCrawler’s 
structured logs contain test cases, timestamped test executions 
and gathered evidence. Automated report generation provides 
traceability of test cases to associated test generation rules, 
dependencies, and other evidence to help developers identify 
what was being tested against which a specific part of the 
protocol model. Firmware or software faults exposed by testing 
can be difficult to isolate.  ProtoCrawler attempts to make the 
process as efficient as possible by providing as much contextual 
information and evidence as possible, e.g. highlighting individual 
dependency violations. 

ProtoCrawler also records the exact data sent to the target so 
that individual tests can always be repeated. Furthermore, the 
logging of a complete sequence of tests in a test execution set 
ensures that even if a result is related to the sequence of 
messages taking place before the message that causes the 
visible problem, then that sequence can also be identified and 
used in further exploratory testing to investigate the fault.  

CyTAL provides cybersecurity testing solutions and product 
evaluation services to system developers, manufacturers and 
integrators operating to the IT, Energy and Physical Security 
Systems industries.   

ProtoCrawler is an industry-leading fuzz testing solution which 
has been successfully deployed to help organisations achieve 
commercial product assurance certification.   

Call CyTAL today for a demo to see how ProtoCrawler can help 
secure your products and systems. 

CyTAL UK 
Crescent House 

46 Priestgate 
Peterborough 

PE1 1LF 

enquiries@cytal.co.uk 
www.cytal.co.uk 

mailto:enquiries@cytal.co.uk
http://www.cytal.co.uk/

